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- Methods for user auihenlication - 

User narne TeernuK 
Password dsn2000 

Public Key Infrastructure (PKI) 
- Infrastructure behind E-ldentity - 

PKI provides Electronic IDs - certificates (and 

Electronic IDs can be applied in 
strong authentication 

digital signatures 

one infrastmcture. security for several applications 
efficient rnethod for the key rnanagernent, no need 
to rnaintain encryption key or password lists 

Public Key Infrastructure (PKI) 
- Basics - 

Private key 
Secret key. which should be accessible only to the owner of 
the key 

public key -------------- . shwld be accessible to everybody 
r usually stored and distnbuted in certficates ;.--..-.--..-----: ..-, 

private key cannot be denved from tim j F ~ F + ~ ~ %  : , - - -  
public key. or vice versa 

Certificate ': '" , 
binds uset's public key. name etc together 
signed by ihe CA, i e . if you trust Ihe CA. you can lrust the 
certificate 

- o m - -  --- 



Exarnple: X .509~3 Certificate 

>:e.ceLtlf.,-.,t*: 
" " L : ~ L ~ , , :  3 , < k 1 ,  
S ~ L L . ~  Numbei: 411 lU.ilsSi 
C l q n r f u i e  Alr lu i i f i im:  n id5Wi t l iRSEnc iyp t i i i i i  
I Z ~ U ~ L :  C-FI, ~ i v r r s r r ~ ~ a i . : s ~ a ~ i k e ~ k ~ ~ ,  CT-FINEIE P i i i , r  TA P: 1 ' i ~ ~  
Validiry 

Hcir Petu ie:  S-p 4 I l i : I d : l I O  1918  13i1 
Not A f t a i  : J u l  31 OI i : l iO : I )< i  1 Y 8 ' i  13i1 

:;UI lei:r: C - I I ,  I-NPNNITTO. i;-TATII JU;SI/llIE-'iO0(10<l<,<5<, 
S u h l r r r  P i i i i l i ~  tiry I n f o :  

F i : l , l i r  hay A l q , , i ~ r l i n :  i s r E i i c i i y r i , , n  
RSA P u b l i r  b ~ y :  11024 h:t i  

>,,>,,,, 1": (1,,2d , , x t , :  a<r :e2 :b l : , , l : cd :  - :c<,:<,,:rla:f5:!,L, 
El .pnnani:  <'1:1i1i:ii, 

rc.ii,i' < r. . ,re, ,sionr.:  
Y!iO'lvi A u r l i i i i i t y  h r y  I d r n k i f ~ e i :  CAI'I1)RO1 
h i 0 ' l v l  Siik,lrcc hey I i i e l i f i f i e i :  II 

Y S O ~ , ~ )  hy ~ b ~ ~ ~ :  < i l u l t r ~ i ' i i ~ n a t i i i a .  r i a i i ~ ~ ~ u d ~ a r i r i n  
X!,O'lvi C a i t i i i c r t e  F r i l i c i e s :  1.1.:1ii.511.1.11i 
X:r<>?v3 R a z ~ c  < : ~ ~ n s t r ~ 1 1 3 c s :  FALI'E 

T i i z r i a t u i -  A l i ~ o ~ i r i i n ;  ndr~W~t I~RS9Ei ic iy l i f l i i i  
. + l : Z ' I : t ( i : d ? : ~ 5 :  .. : f l :R1 : l i< :7< l :0 f  

qow-rpi- 
1 - 9 -  

+ Defines the operating principles and security 
policies of a CA, for example: 

How are users authenticated in pradice? 
How is the CA private key protected? 
How often are CRLs generated? 
How is the certificate revocation service 

How is access to the certificates and CRLs 



6 Issued by a qualified Certification Authority 

6 The certificate contains the data as specified 
in the EUdirective (Annex 1) 

6 Required for secure/advanced digital 

6 See: 'Diredive 1 9 9 9 ~ 3 ~ ~  of the European Pariiament and 
of the Council of 13 December 1999 on a Community framework 
for electronic signatures' 
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These are  the 

Challengeresponse 
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- Technical ovecview. a simple approach - 
PKI based sigiutum 

signing procass 

Authentication 

PKI based signatun 
veniiiation process 

When was the document signed? 



Digital Signature 
- Security 1s as strong as the weakest Iink - 

l CAIPKI level security 
ecertificate practice statement. certificate policy 

l Application level implementation 
eHow is the certificate's validity venfied. how to 

ensure the correct time? 
eHow is the signature verified. how are the 

documents stored? 
l Users 

~,:;234 
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Summary 

+ Secure user authentication and digital signatures 
are essential steps towards 'truly electronic" patient 
records. 
PKI offers a comprehensive platform for user 
authentication, data encryption and digital 
signatures. 
User authentication and digital signature - security 
is as strong as the weakest link. . PKIICA level security. qualified certificales . Application level irnplementation . Users 

-n<oe-- 
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